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Good Governance Guide
Data as an asset
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Data is a key strategic asset and the currency for 
the information economy. It is good governance for 
organisations to recognise the value and importance of 
data and to manage it as an asset. 
Recognising data as an asset is an important step 
in ensuring that appropriate governance, including 
lifecycle management, compliance and security 
regimes are in place and embedded in an organisation’s 
processes.

Increasing importance of data
Many organisations embrace data as a core aspect of 
their business to support customer services, customise 
customer experiences, inform operational decision-
making and ensure competitive advantage and market 
positioning.
According to the Australian Productivity Commission:

… effective use of data is increasingly integral to 
the efficient functioning of the economy. Improved 
availability of reliable data, combined with the tools 
to use it, is creating new economic opportunities. 
Increasing availability of data can facilitate 
development of new products and services, 
enhance consumer and business outcomes, better 
inform decision making and policy development, 
and facilitate greater efficiency and innovation in the 
economy.1

Uses and types of data
Modern organisations collect many different types of 
data and use it for a wide range of purposes. 

Types of data may include:

• customer data including personal information

• health data

• product use and performance data

• location data

• sensor data collected by devices 

• website data

• strategic and operational data related to delivery of 
products and services

• financial asset and inventory data

• market intelligence and research data

• digital twin data, and  

• open data.

Uses of data include:

• strategic and operational decision-making

• marketing and competitive positioning 

• business intelligence and performance analytics

• customer and behavioural analytics

• predictive modelling

• reporting

• capacity and logistics planning

• supply chain optimisation and automation, and 

• product and service innovation.

For some organisations their entire business model 
revolves around the collection, management and use of 
data.

Data governance is essential to good  
corporate governance
Given the pervasive role of data in organisations in 
supporting all business functions and services, data 
governance is a matter of strategic importance.
While technology failures can result in critical impacts 
to business continuity, failures in data governance can 
lead to significant reputational and financial impacts and 
loss of trust.

Data governance is therefore an integral part of 
corporate governance and organisations need to 
consider implementing integrated or subject specific 
governance bodies to oversee their collection and use 
of data.
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Data governance scope
Effective data governance in organisations must cover 
many of the same considerations as traditional asset 
management, such as: 
• data and information lifecycle management, including 

data storage and disposal

• legislative and regulatory compliance, including 
privacy and data breach notification obligations

• ownership and accountability of data 

• data security — cyber security, encryption, data loss 
prevention, information rights management, data 
retention policies and access controls, and 

• access controls — ensuring appropriate levels of 
authorised access to data.

There are additional considerations that apply to the 
good governance of data, including:
• data currency and quality

• consumers’ rights to access and amend their personal 
information 

• the handling and protection of personal and sensitive 
information

• intellectual property and copyright 

• consent for the collection, use or sharing of customer 
data, and 

• ethical use and data sharing with other organisations.

Data privacy issues
With the rise of digital and cloud-based service 
providers, organisations need to identify where their 
data is processed and stored as this may affect what 
laws apply to the data and what level of control they 
have over the data. 

Where data is stored overseas, it may be subject to laws 
in Australia and the overseas jurisdiction, which may 
increase the complexity of data governance. 

Organisations need to ensure there are strong 
internal procedures in place to protect and secure 
the data transmitted, processed and stored overseas. 
Increasingly there is a move to ‘privacy by design’ 
whereby privacy is built into to the design specifications 
and architecture of new systems and processes.2

ISO data governance 
The International Standards Organisation has 
published a supplementary document to its Technology 
Governance Standard3  which provides organisations 
with guidance on the application of the governance 
standard to data.4

Data-related risks
As data assets in organisations are now largely 
electronic rather than paper based, the risks related 
to the method of storage, including the risk of 
unauthorised access, theft or corruption of entire data 
holdings need to be adequately addressed.
Unauthorised, inappropriate or illegal access to personal 
information, including by an organisation’s staff, has the 
potential to significantly undermine public perception, 
reputation and trust. Loss of trust may not only result in 
financial impacts but can also be extremely difficult to 
recover from.

Following a series of international developments, 
Australia has passed legislation on data privacy and 
regulators are able to impose significant penalties 
for data breaches.5 This is also a focus of emerging 
international regulation.

Breaches and unauthorised access to data, whether 
they occur inside or outside an organisation, now carry a 
duty of disclosure and there are significant compliance 
requirements and penalties. Over and above the legal 
considerations, unauthorised access or breach of data 
can also lead to significant loss of trust and reputational 
damage. 

Data assessment, management and security 
frameworks exist to support an organisation and its 
data governance bodies in adequately protecting its 
data assets. 

Personal or sensitive information
Some of the data organisations collect will be personal 
information. Personal information includes a broad 
range of information including opinions about a person 
and sensitive information. Sensitive information includes 
health information and information about a person’s 
sexual orientation.6 
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Having a strong privacy framework in place 
demonstrates a commitment to protecting personal 
information and sensitive information and builds 
confidence and trust with customers, stakeholders 
and regulators. A higher level of protection should be 
applied to sensitive information.7
 
Personal and sensitive information require additional 
levels of access control and handling procedures. 
Protocols for removing personal information  
(de-identification) before data is shared need to be 
developed and embedded in an organisation’s data 
management framework. 

Relevant safeguards to prevent identification of 
individuals and methods of de-identification, which will 
prevent the possibility of re-identification, also need 
to be followed. This applies to all types of organisation 
including public sector entities and is also relevant 
in the context of open data and data sharing or data 
supply to research organisations. 

Organisations must ensure any compliance 
requirements under data sharing, privacy or health laws 
or ethics approval are followed when sharing data.  

Consumer data right (CDR)
Organisations also need to consider CDR which has 
been introduced into Australia and is intended to 
give consumers greater access to and control over 
their data. CDR is being progressively introduced into 
Australia starting with the banking sector, followed by 
the energy and telecommunications sectors.8

The role of directors
Directors are responsible for an organisation’s assets 
which includes data. It is good governance to ensure an 
organisation has an appropriate framework to manage 
and protect its data. 

Data governance committees
An organisation may wish to form an appropriately 
constituted board committee with responsibility for data 
governance. Alternatively, it may wish to expand the role 
of an existing committee to include data governance. 
The committee should have a charter and members with 
relevant skills and experience.

Committee activities may include: 
• evaluating current and future technologies and 

opportunities for innovation

• overseeing the organisation’s portfolio of data assets 

• ensuring the organisation has appropriate policies, 
strategies, plans and controls in relation to data 
acquisition, use, access, management and publication

• ensuring the organisation is aware of and compliant 
with relevant legislative requirements, and

• monitoring performance, risk and strategies against 
plans and conformance to policies, including 
outsourced service arrangements.

Data skills
Governance of data in an organisation should not only 
consider what skills and roles are required to ensure 
data assets are appropriately managed but also 
leveraged for product, service or business innovation.
Modern organisations may require a diversity of skills, 
including data analysis, data management, data 
modelling and geospatial data skills. There is also an 
increasing move to needing skills involving artificial 
intelligence and machine learning.

Accordingly, organisations may wish to create specific 
roles with accountability for data asset management, 
such as a Chief Information Officer, Chief Data Officer 
or Chief Privacy Officer or Information Security Officer, 
or alternatively ensure that relevant responsibilities are 
explicitly captured in other roles.
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1. Productivity Commission Inquiry into Data Availability and Use: 
www.pc.gov.au/inquiries/completed/data-access/report/data-
access.pdf

2. See www.oaic.gov.au/privacy/privacy-for-organisations/privacy-
by-design/ or https://iapp.org/resources/article/privacy-by-
design-the-7-foundational-principles/. 

3. www.iso.org/standard/62816.html

4. Refer www.iso.org/standard/56639.html

5. Privacy Act 1988; Privacy Amendment (Notifiable Data 
Breaches) Act 2017

Notes

6. www.oaic.gov.au/privacy/your-privacy-rights/your-personal-
information/what-is-personal-information/. Personal and 
sensitive information is defined in the Privacy Act 1988 and in 
various state and territory privacy and health laws.    

7. www.oaic.gov.au/privacy/privacy-for-health-service-providers 
provides a guideline to compliance for Health Service Providers 
which include any entity that holds Health Information and 
www.oaic.gov.au/privacy/australian-privacy-principles/
australian-privacy-principles-quick-reference/ — lists the 
principles to be followed to ensure compliance with the Privacy 
Act 1988.

8. See www.accc.gov.au/focus-areas/consumer-data-right-cdr-0 
and www.oaic.gov.au/consumer-data-right/. 
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